WE WILL START AT 10:00 AM (CET)

SESEC Webinar 18: China’s
Standardization in the Digital Sector: A
Comprehensive Overview
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You are muted @ A
Use the Q&A or Chat Panel to submit your questions

Keep your questions short and concise

Contact us: assistant@sesec.eu
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https://sesec.eu/

SESEC INTRODUCTION

4 P .
Partners and Role °L O
Ay

SESEC Partners

 European Commission (EC)-The executive body of the European
Union; Responsible for proposing legislation, implementing
decisions, upholding the treaties and day-to-day management of
the EU; DG Grow is the main partner (80%)

 European Free Trade Association (EFTA)-Iceland, Liechtenstein,
Norway and Switzerland; Intergovernmental organisation set up
for the promotion of free trade and economic integration to the

benefit of its four Member States; None EU members;
* CEN-European Committee for Standardization

SESEC is a visibility project co-financed
by five European partners * CENELEC-European Committee for Electrotechnical

Standardization
e ETSI-European Telecommunications Standards Institute

[E CENELEC &™S(E—)»




SESEC INTRODUCTION

A Project co-funded by EC, EFTA, CEN CENELEC & ETSI

»Promote European and A T S
: : : s st RSB v
International standards in China wa_r;ewagj
C . ‘TIQEQ :‘ﬁ‘?% "
**Improve contacts between Project DA T
: B , 2,
Partners and different levels of the faf W
Chinese administration, industry and 1o
ot : A en 8o
standardization bodies g%
T : Yo
“*Enhance visibility and understanding e
. . * A e
of the European Standardization &
System (ESS) in China. TH,,

**Gather regulatory and
standardization intelligence

s*Undertake technical lobbying

Goals

. The SESEC initiative supports EC policy and ESOs strategic objectives in China.

. Our ultimate goal is the enhancement of EU-China dialogue and cooperation
in the field of standardization.

. It is notably expected to support the Framework Cooperation Agreement in
place between the ESOs and SAC.



Project’s Priorities

Priorities of SESEC
)

Horizontal: Digital

| Transition
* China Standards 2035
 Belt and Road Initiative . ITinG |
» Standardization Reform In enera

o : « Data
* Institutional Changes in o :

:  Atrtificial Intelligence

Chinese Government
 Market Access (e.q * Quantum
: e Industrial loT

cce) 5G/6G

www.sesec.eu



SESEC’s English Website — e i

S E S E C Welcome SESEC ~ Chinese Standardization ~ European Standardization ~ News & Events Resources Contact Us Q

For European stakeholders
www.sesecC.eu

SESEC Welcome SESEC v Chinese Standardization v European Standardization v News & Events
SINE 2006

Welcome to SESEC

The general objective has been to

- e[ 2iSE awareness on
the European Standardization System, values and assets in China. O
F E‘rsl/’%\ N
"l GENELEC N ) “ .%f;_rm‘ SESEC SESEC SESEC
— . About SESEC Chinese Standardization European Standardization

www.sesec.eu



Chinese Standardization — Digital Sector
as of Feb 2025
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China Standardization System

5 levels — National Standards, Sector Standards, Local Standards, Association Standards, and Enterprises

Standards

Market-
driven

Not in the official
system but de facto
exist

Other
International/Global
Standards including

Association

IEEE, W3C, 3GPP, etc.,
/ standards

Dr. Betty XU | [Jan 19, 2023]

Governme
nt-led

(e.g., YD, JT)
— sector-
specific

International
Standards
ISO/IEC

Recommendeq ...ITU

(voluntary) nationg|
standards

M National Standards
andatory national

stand

I The Exclusive
mandatory
standard;
Technical
regulation;



Overview of China Digital Standardization
Key managing organizations

Agency Role

SAC (Standardization Administration of China) Coordinates national standard development

W R OIS LA R G VS a2E T e B i (o) d B e M=o o1 [e1:4% | Leads digital infrastructure and ICT-related standards

Oversees standards related to cybersecurity and data
governance

CAC (Cyberspace Administration of China)

NDRC, MOST, NDA, MOT etc. Involved in sectoral digital transformation efforts

. CESI . CCSA |

The Electronics Standardization Institute (CESI) is a public 5G/5G-Advanced, 6G e Cloud Computing
institution directly under the MIIT, specializing in standardization e IPv6 e Block Chain

research within the industrial and electronic information e Quantum Communication e VR

technology sectors e intelligent connected vehicles eloT

45 Domestic technical mirrors of ISO, IEC, ISO/IECJTC1 o Al * Fiber Communication
17 Secretariat of the National Technical Committee for e Big Data

Standardization

Secretariat of the Sub-Technical 24 Committee of the National { TCS U N d er Ot h er I N St|tUt|O NS }

Standardization Technical Committee




02 China Al Standardization - sac/Tc28/sca2

Introduction of SAC/TC28/SC42 — Mirror ISO/IEC/JTC1/SCA42

Full name: National Artificial Intelligence Standardization Technical
Committee

Year of establishment: 2020

Secretariat unit: CESI (China Electronics Standardization Institute)
Number of member organizations: 488

Subordinated WGs: 14 Working groups

Supporting policies drafting of MIIT and MOST

Exisiting working groups:

D NN ELNM =

Working Group of Fundamental Standards (international standards)
Research Group of Chips and Systems

Research Group of Model and Algorithm

Research Group of Products and Services

Research Group of Trustworthiness

Working Group of Computer Vision

Working Group of Knowledge Graph

Working Group of Automated Driving

Newly-established WGs in 2023/2024

WG of Humanoid Robot

WG of Opensource

WG of Intelligent Computing

WG of Al’s application in Electric Power Industr
WG of Smart Living

WG of Al Application in Medical Care

oOuhwWwNE

Proposed WGs to be established:

1. WG of Al for Science

2. WG of Al’s Application in Iron and Steel
Industry

WG of Al’'s Application in Energy

WG of Al’s Application in Railway Station

B w



Al in General - SAC/TC28/SC42 Aritifical Intelligence
Table: Subordinated working groups of SAC/TC28/5C42

Statistics

National standards: Name of WG Newly-established in 2023 Newly-established in 2024

° ; ; - . —
15 published national standards WG of Fundamental WG of Humanoid Robot WG of Al's Application in Iron

Standards and Steel Industry

° . _ . .
50+ national standards under development or to be officially established; Research Group of Chipsand WG of Opensource WG of Al's Application in

Sector standards: Systems Logistics

e 34 officially registered in areas of intelligent computing chip training, training data Research Group of Models WG of Intelligent Computing WG of Al's Application in
sets, industrial vision, and automated driving and Algorithms Communication

International standards: WG of Al’s application in , T

Research Group of Products . PP WG of Al's Application in
. . . . . . . Electric Power Industry .

- Around 10 officially published ISO/IEC standards (including the international and Services Construction
standards, technical report and technical specifications): ISO/IEC TR 24372, ISO/IEC TS Research Group of WG of Smart Life WG of Al's Application in
4213, 1SO/IEC 5392, ISO/IEC 5259-4, ISO/IEC TS 8200 Trustworthiness Finance

WG of Al’s Application in T
- . WG of Al’s Application in
WG of Computer Vision Medical Care .. PP
Mining
1
1
| Research Group of Al Bi
® p— i WG of Knowledge Graph p ot Al Big
Basic and Applications g Safztv ! Model Benchmarking
eneric F o . .
Standards Seuity || Figure: Revised Al Standard System  Research Group of Automated
1 . . .
" ' 2024 Version Driving
Terminology F. Products nareR 1
and Services *"
E. Key Niche H EH Equipment Inustry FA Smart City
Technologies Key industries Eg Rcfwnﬁ'a“z‘l'r‘ig?slwﬂﬁéﬁgr FB Al for Science
Framework of E. Enabling ’ E Il Sar Ene
Reference Bk R Nevy . EA R&D Applications FE Smart Envir@l’wmental Protection
- Rey Gen.era' . Industrializa EB Pilot Test and Verification FF Smart Finance G.
Technologies Basic apd tion EC Production and Manufacturin FG Intelligent Logistics System S it
Generic whole Processof  ED Marketing Service . FH Smart Education e;ﬂ:;' L
A& C. Fundamental Software - Standards MEN'BU‘UI‘:‘G EE Operation Management IFT; 'n':fxﬂlﬁgfﬁ‘c #reaarl\;zcoarl;ztion Governance
Fi e and Hardware Platforms
Evaluation i
B.S & 5 AA D. Intelligent DA. DB. DC, . DD. DE.
Timinglogy | |Madicnand Sewifehot ShuiDavey wemlbw  feW e
______________________________ AB GA
Framework of CA. cB ce CD. CE. CF. Security
Reference Machine Knowledge Big Model Natural Intelligent Computer
_ Learning Graphs Language Speech Vision
AC C. Critical Processing
Test and Technologies g, CH. a. Q. CK. cL.
Evaluation Biometric Human-machine Intelligent Swarm Cross-media Embodied
Recognition ~ Augmented Agent Intelligence Intelligence Intelligence
AD Intelligence
Management v
Software | BF. System Software | | BG. Development Framework
AC platform | BH. Coordination between Hardware and Software GB
Sustainability : Governance
i BB. BC.
Founidational Hard ! Intelligent Chip Intelligent Sensor
support ;;ﬁ:::;e BD. _ BE.
i Computing Devices Computing Power Center
Data' - BA. Basic Data Service




Al Governance/Safety & Security - TC260-Working Group of Emerging Technology Standardization (WG ETS)

Global Artificial

Intelligence
Governance
Initiative by

Chinaissued in

2023

 G—

support

Al Governance Framework (released in 2024):
Al Safety and Security Risks to Technical
Countermeasures and Comprehensive

Governance Measures

in the future

7 Comprehensive
Safety risks cour-lrte:r:'rl"ec::u e governance
measures
! Risks of explainability 411 (a)
| Risks of bias and discrimination | 411 (b) A e e
Risks from | Risks of robustness 411 (b) Al explainability
models and p = ® Create a responsible
algorithms | Risks of stealing and tampering 411 (b) Al R&D and
| Risks of unreliable output 411 (a) (b) application system
| Risks of adversarial attack 411 (b)
Risks of illegal collection and use of
ot 1 Gz ® Improve Al data
: Risks of improper content and 412 (b) () (d) security and
Risks from poisoning in training data (e) () personal information
data Risks of unregulated training data | ;15 (o) protection
annotation regulations
Risks of data leakage | 412 (c) (d)
Risks of exploitation through ® Strengthen Al suppl
defects and backdoors 413 (a) (b) cha\ngs?mnty R
Risks from Al Risks of computing infrastructure ® Share information, and
systems security 413 (e ency response
of Al safety risks and
| Risks of supply chain security 413 (d) threats
Risks of information and content
safety 42.1(a)
Risks of confusing facts, misleading | . (@)
users and bypassing authentication i o NS
B e : : : mplement a tiere:
iy riskga %skrsoc\‘elrnlzg;mgtlon leakage dueto | , 54 (b) and category-based
(SNpIOpEETSAde ] management system
Risks of abuse for cyberattacks 421 (a) for Al application
Risks of security flaw transmission 421 (a) (b) ® Establish a traceable
caused by model reuse ) management system
| ;i = z for Al services
nducing traditional economic and 422 (b)
social security risks - ¢ Increase efforts to
Real-world | Risks of using Al in illegal and train talent in Al
risks criminal activities 422 a) () safety and security
Risks of misuse of dual-use items ® Establish and
and technologies 422(a) (b) ifmprovefmechagisms
T e | or Al safety an
. ﬁlsks of a_mpllfymg th“e effects of 423 (b) security education,
Cognitive information cocoons industry self-
risks ek of usage in launching | regulation, and social
cognitive warfare 423(a) (b) @ supervision
Risks of exacerbating sacial ® Promote international
discrimination and prejudice, and 424 (a) exchange and
widening the intelligence divide cooperation on Al
Ethical ; : e safety governance
: Risks of challenging traditional g
risks St 7 424 (a) (b)
Risks of Al becoming uncontrollable | , 5 . (b)

=

support

Al Safety and Security Standard System

Al Safety and Security
Standard System

(Draft in 2024)

Basics and generics

Foundational supports

Key technologies

Safety and security management

Products and services

Industrial application

Terminology

‘Graded and classified management

|

o
—
—
—

General requirements
[Test and assessment ]

Others

Computing power security

Development framework security
Personal information protection

Others

Training data

Annotation security

Algorithm and model security
Contents generation and testing

Others

Safety risk management

Development safety & security
Application safety )
Operation security

Supply chain security )

Others

Biometric security

Secured large model

Codes generation safety
Intelligent robot security & safety
Al agent security & safety

Others

Secruity & safety of intelligent vehicles
Security & safety of intelligent
manufacturing |
Security & safety of medical care |
Security & safety of intelligent finance

Ol:hers




China Al Standardization - AlA (Aritifical Intelligence Industry Alliance)

CAICT Trustworthy Artificial Intelligence Assessment System

1-Product and service assessment 2-Application maturity
i ifi [ ! assessment
Scientific research | 1.1 Computing architecture | I 1.3 Basic Services I : | 1.4 Typical products |:

:l 2.1 Industry application maturity |

« Al chips « Basic Speech recognition + Intelligent voice customer

Evaluation and
testing

Major outcome:

3

Standard

All-in-one Al for training and
inference

| 1.2 Developing tools and platform |

Al development platform
functional assessment (data
processing module, modeling
module, deployment module)
RPA system and tool capability
Machine learning platform
function

Deep learning platform function

Data annotation platform function

Automated machine learning
capability

Edge Al platform function

Al platform function in telecom
industry

General capability of computer
vision

Intelligent conversation platform
Process mining system and tool
capability

capability

Special speech recognition
capability (foreign language,
dialect, industry, scene)

Basic speech synthesis service
Assessment of special speech
synthesis service capability
(foreign language, dialect,
industry, scene)

Basic voiceprint recognition
service

Duplex voice interaction
capability

NLP service platform

Intelligent conversation platform
Assessment on image
recognition and processing
capability

Assessment on video recognltlon
and processing capability (video |
understanding, video i
enhancement, video editing, {
video editing and production) |

« Systematic comprehensive research on artificial intelligence has been carried out.

A number of achievements such as the White Paper on Artificial Intelligence and the White Paper on Trustworthy Artificial
Intelligence issued by CAICT (that runs the AllA) have been translated and reproduced by internationally renowned think tanks.

* Establishing Al test technology platform and evaluation service system via three dimensions of cutting-edge technology,
technology applications and trustworthy governance.

e Establishing "Trusted Al" standard system, actively promoting the conversion of relevant Al standards to ITU-T and IEEE

standards and promoting international exchanges and cooperation.

service

Intelligent text customer service
Intelligent conversation analysis
product

Intelligent conversation product
Machine translation product
Smart assistant

Intelligent voice interaction
product (speaker, smart screen)
Vehicle voice interaction system
OCR service or product
Knowledge computing product
Smart assistant

Intelligent decision-making
product capability

IDP system

Smart office tool and system
capability

Assessment of large-scale pre-
trained models

Intelligent risk control product

RPA system and tool application
maturity

Al development platform
application maturity

Assessment on customer service
application maturity

Model/ MLOps capability maturity
Maturity of large-scale pre-trained
model application

RPA delivery and implementation
Maturity of intelligent rick control
application

3-Trustworthy Al governance
assessment

Trustworthy assurance tool

Al technology and product
trustworthy capability

Al enterprise risk management
capability

Al enterprise trustworthy
governance capability



Cy b e rs e c u r i ty g\é(o}:d hc-ghg;'rslecurity standards system and
i n G e n e ra I - TC 2 6 O WG2: Confidentiality standards

Statistics: WG3: Cryptography technology standards

e 400+ national security standards have been
issued, covering ClIIO protection, cybersecurity
products, data security.

WGA4: Authentication and authorization standards

WGS: Cybersecurity assessment standards

e 60+ Chine-led international standards WG6: Communication security standards
accounting for 18% of the total work of ISO/IEC R
JTC 1/SC27

* 2 newly established working groups: WG8 R
(Data Security), and the Special Working Group SUGE E¥S Shacial wonding Erorn Tur emeretng

technology standards

for Emerging Technology Standardization.

Number of Number of
Priorities for the future: Chinese Company [Foreign Company
109 3 112

1. Alignment and coordination: standards support legislation, coordination WGS3 Cryptology
between standards, and standard optimization e ’:3::5:3:;22"3"‘* L de s
2. Support to the construction of cybersecurity defense system: WGS Cybersecurity and 371 38 409
responsibility focus adjustment (pure enterprise responsibility to shared assessment
responsibility between enterprise and government authorities) + cybersecurity ey " 107 1 et
product interconnection WG7 Cybersecurity 308 27 335
3. Provide guidelines to the development of new technologies and SETTELES

. . . epe o ) - . . . WG8 Data Security 400 29 429
applications via standards: artificial intelligence, big data, Internet of Things,
blockchain and t icati SWG-ETS Special Working 135 10 145

guantum communication. Group of Emerging

Technology Standardization



03 Cybersecurity: - Data Security and Personal Information Protection

National Standards for Data Security

. . *  GB/T 43697-2024 Rules for data classification and grading

Securlty requl rements *  GB/T41479-2022 Network data processing security requirements
* GB/T42012-2022 Data security requirements for instant messaging services
*  GB/T42013-2022 Data security requirements for express logistics services
*  GB/T42014-2022 Data security requirements for online shopping services
*  GB/T39477-2020 Government information sharing—Data security technology requirements
*  GB/T41871-2022 Security requirements for processing of motor vehicle data
*  GB/T42015-2022 Data security requirements for internet payment services
*  GB/T42016-2022 Data security requirements for online audio and video services
* GB/T42017-2022 Data security requirements for online ride-hailing services
*  GB/T35274-2023 Security capability requirements for big data services
*  GB/T 37932 Security requirements for data transaction service (under revision)
*  Requirements for data security protection (under development)
*  Public data opening security requirements (under development)
*  Security requirements for government data processing (under development)
*  Technical requirements of second-hand electronic product information erasure (under development)

*  GB/T37973-2019 Big data security management guide
Framework and guidelines ¢ GB/T 39725-2020 Guide for health data security
*  GB/T 42447-2023 Data security guidelines for telecom field
*  General framework for the confidential computing (under development)
*  Technical method for risk monitoring of data Application Programming Interface (under development)
*  Technical implementation guideline of digital watermarking (under development)

Testing and assessment *  GB/T 37988-2019 Data security capability maturity model
*  Risk assessment approaches for data security (under development)

*  Capacity requirements for assessment organization of data security (under development)



Cybersecurity: - Data Security and Personal Information Protection

Security requirements

Framework and guidelines

Testing and assessment

National Standards Personal Information Protection

GB/T 35273-2020 Personal information security specification

GB/T 41391-2022 Basic requirements for collecting personal information in mobile internet applications

GB/T 41819-2022 Security requirements of face recognition data

GB/T 41807-2022 Security requirements of voiceprint recognition data

GB/T 43445-2023 Basic security requirements for pre-installed applications on smart mobile terminals

GB/T 40660-2021 General requirements for biometric information protection

GB/T 41806-2022 Security requirements of genetic recognition data

GB/T 43435-2023 Security requirements for software development kit (SDK) in mobile internet applications (App)

GB/T 44588-2024 Personal information processing rules of internet platforms, products and services

Personal Information Protection Compliance Audit Requirements (under development)

Security requirements for Automated decision making based on personal information (under development)

Security requirements for processing of sensitive personal information (under development)

Requirements for large Internet companies' internal personal information protection supervision agency (under development)
Requirements for personal information transfer based on request of personal information subjects (under development)

GB/T 37964-2019 Guide for de-identifying personal information

GB/T 41817-2022 Guidelines for personal information security engineering

GB/T 41574-2022 Code of practice for protection of personal information in public clouds

GB/T 42574-2023 Implementation guidelines for notices and consent in personal information processing

GB/T 43739-2024 Audit and management guide for personal information processing normativeness of mobile internet applications in
App stores

Personal information processing management guide for mobile internet applications of smart mobile devices (under development)
Guidance on social responsibility of data security and personal information protection (under development)

GB/T 39335-2020 Guidance for personal information security impact assessment

GB/T 42460-2023 Guide for evaluating the effectiveness of personal information de-identification

GB/T 42582-2023 Personal information security testing and evaluation specification in mobile internet applications (App)
Security certification requirements for cross-border processing activity of personal information (under development)



Cybersecurity: Data Security and Personal Information Protection
- TC260 Data Security Standards Enhancement Program (DSEP): Data Security

Distinguish general-purpose data processors from
situation-based data processors

_ For general _ For situation-
N ciata B based data
- processors _ processors

Excellent Application Level

Regular Application Level

Basic Application Level

Reference framework for data security

standards

GB/T 37988-2019
Data security capability maturity
model - [v.4

GB/T 37973-2019
Big data security management
guide

Technical implementation guideline
of digital watermarking

General framework for the
confidential computing

c]=
varnment inft
ecurity tac

Guide for health data security

Data security gui

requirements

lines for telecom
field

T 42016-2022
 requirements for online

. 2_5025
02
equirements f
ride-hailing ser

GB/T 37988-2
Data security capability maturity
model - v.3

GB/T 41479-20
Network data processing security
requirements

GB/T 35274-2023
Security capability requirements for
big data services

GB/T 42012-2022
Data security requirements for
instant messaging services - regular

GB/T 42013-2022
Data security requirements for
express logistics services - regular

Technical method for risk
monitoring of data application
programming interface

GB/T 42014-2022
Data security requirements for online
shopping services- regular

GB/T 42015-2022
Data sacurity requirements for internst
paymant servicas . regular

Capacity requirements for
assessment organization of data
security

GB/T 42016-2022
Data security requirements for online
audio and video services - regular

GB/T 42017-2022
Data security requirements for online
ride-hailing services - regular

Technical requirements of second-
hand electronic product information
erasure

GB/T 42012-2022
Data security requirements for
instant messaging services - basic

Data security requirements for
express |ogistics services - basic

Security requirements for
processing of motor vehicle data

GB/T 37932-2019
Security requirements for data
transaction service

GB/T 42014-20
Data security requirements for
online shopping services - basic

GB/T 42015-2022

Data securnity requirements for
internet payment services - basic

Security reguiremenits for
government data processing

GB/T 42016-2022
Data security requirements for
online audio and video
services - basic

GB/T 42017-2022
Data security requirements for
online ride-hailing services : basic




Cybersecurity: Data Security and Personal Inforamtion Protection
- TC260 Data Security Standards Enhancement Program (DSEP): Personal Information Protectior

Distinguish general-purpose data processors from

Reference framework for the application of

I:I or genera or situation- . s :
' e personal information protection standards

R Processors
GB/T 41574-2022 GB/T 43720-2024 Personal information processing
C d f t f t I' f | Audit and management guide for personal managemeant gulde for mohbile
ode 0_ prac ":'ef Or_ pro ec_ lon of persona information processing normativenaess of internet applications of smart
information in public clouds mabile internet applications in App stares mobile devices
3. Excellent Appl Ication - 2460-20 Requirements for large Internet companies GB/T 41819-2022 GB/T 41773-2022
[ 1 C internal personal information protection Security requiremsnts of face recognition Security requirsmants of gait
Level . 1 su pervisicm agency data - Excellant racognition data - Excellent
it i i resp S e < 2 GB/T 41806-2022 GB/T 41807-2022
Gm‘dance Dﬂ Sc'h.-:fal s t)ﬂSibllli'y Of data : Security requiremsnts of genatic Security requirements of voiceprint
security and pemna] information protection recognition data - Excellent racognition data - Excellent

GB/T 42574-2023 . . ; GB/T 43435-2023
; i : Personal information processing rules of Internet platforms, : : ;
Implementation guidelines for notices and consent ; Security requirements for software development kit
: : : : products and services : e ey
in personal information processing (SDK) in mobile internet applications (App)
GB/T 43445-2023
Basic security requirements for pre-installed

applications on smart mobile terminals
GB/T 40660-2021

Security requirements for automated decision making

GB/T 37964-2019
based on personal information

Guide for de-identifying personal information

i I 335-2 ! e ]
2' Reg Ula r App] Ication : S 3. e “0.20 i Security certification requirements for cross-baorder : ; - )
Guidance for personal information security impact : s : : General requirements for biometric information
Vel processing activity of personal information e
Le assessment protection « Regular
! ] ; 8 -2023 o
Personal Information Protection Compliance Audit . Ghlldeacrcte : LR i e
Raqiirarants Personal information security testing and evaluation Security requirements of gait
= specification in mobile internet applications (App) recognition data - Regular
GB/T 41391 GB/T 41819-2022 GB/T 418062022 GB/T 41807-2022
i for collect nal information in Information security technology—Security requirements of SN el il A el
Tequire en_ts or:£0 Sp=tih Y la= ogy y req genstic recognition voiceprint recognition
e internet applications - Regular face recognition data - Regular data - Ragular data - Regular

GB/T 35273-2020
Personal information security specification

Security requirements for processing of sensitive

1. Basic Application Level personal information

GB/T 41391-2022
Basic requirements for collecting personal
information in mobile internet applications - Basic




Cross-border Data Transfer:
- Flow chart of Data Cross-border Transfer Mechanisms and Exemption

Security assessment

I >=10k

Fullfillment of : individuals
contract

<10k
individuals
Human resources

J Fall out of the

i scope of
Non-key data — Personal interests’ 4 exemptions Sensitive Pl
protection —

Standard contrat and Pl

protection certification

) — Non-ClIIO —
e Wenets 100k~1million
. individuals
- Non-sensitive Pl
Beyond FTZ >=1million
negative list individuals

<100k individuals

Within the scope of
exemptions




Cross-border Data Transfer:
- Major Standards for Cross-border Data Transfer

GB/T 39204-2022 Cybersecurity requirements for critical information infrastructure protection
20220603-T-469 Method of boundary identification for critical information infrastructure (draft for comment)

* How to identify CII?

e How to identify key data? GB/T 43697-2024 Rules for data classification and grading

e How to identify personal information? *  GB/T 35273-2020 Personal information security specification
: *  GB/T 43697-2024 Rules for data classification and grading

* How to identify sensitive e 20230254-T-469 Security requirements for processing of sensitive personal information

personal information? *  Guidelines for Identifying Sensitive Personal Information

* How to conduct per‘sonal information *  GB/T 39335-2020 Guidance for personal information security impact assessment

protection assessment?

*  GB/T 35273 Personal information security specification
e Certification basis and *  TC260-PG-20222A Security certification specification for cross-border processing of personal informatio

Correspondent standards e 20230255-T-469 Security certification requirements for cross-border processing activity of personal information
(draft for approval)

* How to inform and obtain the
individual’s separate consent?

GB/T 42574-2023 Implementation guidelines for notices and consent in personal information processing

. *  Measures for the Security Assessment of Cross-border Data Transfer, Implementation
* How to carry out data securlty Guidelines for Data Security Risk Assessment
assessment and data secu rity . SB/Tf.379.88 l();';zivls)ecurity capability maturity model (DSMM), Data Security Management
. ) ertification
certification? *  20240896-T-469 Personal Information Protection Compliance Audit Requirements



Cybersecurity Industrial Data

Industrial Data Security
Standard System

A. Basic and generic {

AA Terminology and definition

[ AB Grading and classification rules
[ AC Identification

~ | AD Graded protection

B. Security management {

BA Risk monitoring and emergency
response

BE Data processing security

BC Organizational personnel management

CA Technological preduct for data grading

[ | and classification

C. Technological product ]

D. Security assessment and {
industrial evaluation

T |

F. Vertical sectors

CB Technological proeduct for data security
protection

CC Technological product for data-
imvolved risk preventiton and control

CD Technological product for data sharing
security

DA Security assessment

DB Industrial evaluation

EA Data security of intelligent
manufacturing

EB Cyber-data security of industrial
intermet

FA Raw materials industry

FB Equipment manufacturing industry

FC Consumer products

FD Electronic information manufacturing ]
[ FE Work safety

FF Energy conservation and resource usage

FG Software and information technology
service industry

Figure: Table of Industrial Data Security Standard System (2023

Version)

By 2024

= |nitially establish a data security standard
system for the industrial sector;

= Promote the application of standards in key
industries and major enterprises;

= Develop more than 30 national, industry, or
association standards related to data security.

By 2026:

= Form a relatively complete data security
standard system for the industrial sector;

=  Fully implement the requirements of relevant
laws, regulations, and policy systems on data
security, providing strong support for key tasks
in industrial data security;

= Develop more than 100 national, industry, or
association standards related to data security.



Cybersecurity Industrial Data

A. Basic and Generic

GB/T 43697-2024 Data security technology — Rules for data classification
and grading

Technology Product
GB/T 39400-2020 Industrial data quality—General technical specification

D. Security assessment and industrial evaluation

Risk assessment approaches for data security (under development)
GB/T 37988-2019 Information security technology—Data security capability
maturity model

Vertical Sectors
GB 44495-2024 Technical requirements for vehicle cybersecurity
GB/T 44464-2024 General requirements of vehicle data
MH/T 2011—2019 Data specifications of unmanned aircraft cloud system
GB/T 37037-2018 Data specification for wearable product
GB/T 40685-2021 Information technology service—Data asset—
Management requirements
YD/T 3470-2019 File data security label specification for public cloud
services
YD/T 3797.1-2021 Cloud user data protection capability assessment
method part 1: public clouds
YD/T 3797.2-2020 Cloud user data protection capability assessment
method Part 2:Private clouds

Standards List in 2024 (Status Updated):
Published and Under Development

Industrial Field

YDT 4981-2024 Guidelines for
identification of key data in industrial
field

Data security protection requirements
(under development)

Specification for industrial field data
security risk assessment (under
development)

Telecom Field

YD/T 3867-2024 Guidelines for
identification of key data in
telecommunication field

Data security protection requirements
(under development)

YD/T 3956-2024 Specification for
telecommunication field data security
risk assessment



Overview of Data Regime in China

Trend of Development
Major Regulations,
Laws and Policies

Data Security:

* National Security Law
e Cybersecurity Law

* Data Security Law

Major Regulations,
Laws and Policies

Data Security

Value of Data:

* Guidelines on Building

< Basic Data Systems to
Rights of Users Value of Data Better Leverage the

Role of Data as a
In the process... >

Rights of Users: Production Factor
Stage | Stage |l

e China’s Civil Code
* Personal Information
Protection Law

e Legislation at local
level




Overview of Data Regime in China

Major moves:

-

N

a. Newly-established Governmental | g iteiins on Building Basle Data Syetemato | ouStY-specific adminitrative
Agency: Better Leverage the Role of Data as a

National Data Administration Production Factor (Known as the 20 Data

Established in Oct 2023 _/  Measures)

Background: Plan for Institutional Reform of the Party

and State Released in March 2023
Responsibilities:
* coordinating and advancing the construction of
basic data system

* coordinating the integration, sharing,
development and utilization of data resources

e coordinating the planning and construction of

digital China, digital economy and digital society.

Superior body: National Development and Reform
Commission

2023.03 NN o ok % e |

FEMER THER REERT BRIt A EE RN AR ReiERE B USE

HIEEIREER
200007 164020 363 st ps: Q) @

RIEESFRATREENES RIS RINNE, BEERMER. RENEEHIEREMTIERIE, SEHRSR
BEHSITRNA, SEEHNFTE. BFEF. XFHaiBERE, dERARNNERRAEE.

BPRNEZEEENER SN AERBATANTEFHERIRSR. INHENAHIRSTHSREES. hEE
HESHHER. MIERERESRTANASHE. EEERRE TSI IEREBEERE, ERRREINERR
SBNFEHEF T AR, BATEERASIRIR. EHAIRRRERGERS. TR RS SRS
MNERELER.
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- Overview of Data Regime in China

Major moves:

a. Newly-established Governmental
Agency:

National Data Administration
Established in Oct 2023

/b. Nation-wise, the release of the policy:
Guidelines on Building Basic Data Systems to
Better Leverage the Role of Data as a
Production Factor (Known as the 20 Data

Qﬂeasures) Dec 2022

~

Value of Data

c. Industry-specific administrative
measures




verview of Data Regime in China

Major moves:

b. Nation-wise, the release of a new policy: (c. Industry-specific administrative
Guidelines on Building Basic Data Systems to measures

Better Leverage the Role of Data as a
Production Factor (Known as the 20 Data

Measures) \_ )

MIIT: Data Security Governance Framework in Industry and Information Sector

a. Newly-established Governmental
Agency:
National Data Administration

o .’.* K key data identification \
"e) * core data identification
e _ * Submission and Sharing of Data Security Risk
TEARARAIRER S Data security information

o s By Pty A

 Emergency Plan for Data Security Incidents
* Administrative Penalty Discretion

K. Data Security Risk Assessments J




m China Data Standardization

Newly Established in Oct 2024!

National Technical Committee on Data
(SAC/TC609)

* Working scope: foundational standards for data
resources, technology, circulation, smart cities, data
infrastructure, and security in data utilization.

*  Number of members: 98 members

* Mirroring ISO/IEC JTC1/SC32 (Data management and
interchange), ISO/IEC JTC1/SC42/WG2 (Data),
ISO/IEC JTC1/WG11 (Smart Cities), and IEC/SyC
Smart Cities (Electrotechnical aspects of Smart Cities)

« Appraoching Cooperation with
CENCENELEC JTC 25 ‘Data management,
Dataspaces, Cloud and Edge’.
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https://standards.cencenelec.eu/dyn/www/f?p=205:7:0::::FSP_ORG_ID:3485479&cs=1EF27AE97B5DBDA9B990D3DAF8BD63366

Data standardization organization

n Standard /plan no. Standard name/project name
GB/T 35295-2017 Information technology—Bigdata—Terminology
GB/T 35589-2017 Information technology-Big data-Technical reference model
GB/T 36343-2018 Information technology-Data transaction service platform Transaction data description
A list of =—
prepareq GB/T 37728-2019 Information technology-Data transaction service platform General functional requirements
Total t
1 GB/T 42450-2023 Information technology-Big data-Planning of data resource —_—
2 GB/T 44109-2024 Information technology-Big data-Guidelines of data governance implementation a
3 GB/T 44216-2024 Information technology-Technical requirements for batch fusion computing of big data —
1l
31 20214285-T-469 Information technology-big data-data assets value evaluation
32 20220415-T-469 Information technology-big data-Evaluation of data service capability-Part 1: Evaluation model
t
33 20241469-T-469 Information technology-big data-Core metadata of data assets n
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Industry IOT — Intelligent Manufacturing

Latest Standardization-related Policies Latest Progress

The 14th Five-Year Plan for the Development of Intelligent Manufacturing,
issued in Dec 2021 by MIIT, SAMR, and 6 other ministries, providing a guidance | ==~~~ ~===-----~ '
for the development of intelligent manufacturing (IM) through the next five years

(2021-2025) :
* establish IM application standards systems for the sectors of textile, i
petrochemicals, building materials, automobile, aerospace, shipbuilding, !

MIIT has released the ‘IM standard system

construction guidelines’ for petrochemicals, iron
and steel, non-ferrous metal, building materials,
National IM and chemical industry as of September 2024.
Coordination &

Promotion WG, China has developed 369 national standards and

: ; : MIT 38 international standards *. In its China Intelligent
power equipment, urban rail transport, household appliance, food, steel, ’ Ve Eag (V) BavEa e Geme:
nonferrous metals, and new energy. Accelerate the development of industry SAC, uring oP port.
application standards, etc. Standardization, released in November 2022, CESI

*  Promote the development of fundamental and key technical standards for identified 263 key IM national and sector
digital twins, data dictionaries, human-machine collaboration, intelligent standards. Of these, 212 have been finalized, while

supply chains, system reliability, and the integration of information security . 35 are currently at various stages of development.
and functional safety; Implementation
* Conduct pilot projects on the application of IM standards, focusing on

: _ : fmmm MIIT and SAC carried out IM standards application
areas sulch as |ntel||gent_workshop/factory construction, new mode;l . oilot projects every year. In 2023, 78 pilot projects
applications, supply chain collaboration, and new technology applications. o .

* Continue to strengthen Sino-German cooperation, expand cooperation apfeliezien were SusmEEee i I anel bt fo7
with Japan, the UK, and others, actively participate in international approval.
standardization activities.

National IM
Standardization
General Group,

CESI, Sino-Germany Industrie 4.0/Intelligent
The Guidelines for the Construction of the National Intelligent ITEI, MEMUIE@ITTE) SHiEh Se-1EIpem (i ety
. : _ CAICT, cooperation demonstration zone. China-led
Manufacturing Standard System (2021) issued by MIIT and SAC in Nov 2021, CNIS. and other international IM standards has reached 48 by April,
providing direction and framework for the development of IM standards in China 'SDOs 2023, *

* Source: 2023 Plenary Meeting of National IM Standardization General Group and Expert Advisory Group



05 Industry |OT — Industrial Internet

Latest Standardization-related Policies Latest Progress *
The Industrial Internet Innovative Development Action Plan (2021-2023), issued by MIIT in Jan 2021

* Inline with new technology applications such as 5G, edge computing, and artificial intelligence, and
the trends in industrial development, improve the industrial internet standards system by defining In 2023/2024, China initiated 25+ national
key areas and directions for standardization. standard projects and 64 sector standard
c Accelgrate the devilppment of fundalmentgl, common Ztanda‘rdslsuchdasf.n.etworkl,zplatg‘jqrm,r]and ------------- [ projects, advancing the development of sub-
t t tect , ts, t t . te t . C
security system architectures, general requirements, and terminology definitions. Expedite the standard systems for industrial internet

formulation of key technical standards for '5G + Industrial Internet," network information models, Industrial - : . i

industrial big data, and security protection. Speed up the creation of application standards for key Internet Ad applications across various industries. To

industries, including raw materials, equipment, and electronic information. Hoc WG promote the implementation of industrial
’

The Guidelines for Constructing a Comprehensive Industrial Internet Standards System (2021) demonstration cases from 170 applications.

MIIT E internet standards, China selected 40

issued by MIIT in Dec 2021, laying down direction and framework for the development of industrial SAC,

i i - etc. , o

internet standards in China Intention- to have The Guidelines for

) : » e e Constructing a Comprehensive Industrial

Annual Work Plan of Industrial Internet Ad Hoc WG. In its 2024 edition, the WG proposes to Internet Standards System (2024)

* Revise the Guidelines for Constructing Comprehensive Industrial Internet Standards System. Implementation

* In terms of technology, promote the development of >3 national standards in areas of new industrial To date, China has published 10+ national
networks, identification and resolution, and blockchain. Additionally, advance the formulationand =~ | r=--=-=------ | standaré:ls for the industrial internet, including
release of >10 key standards for active identification carriers, industrial equipment data dictionaries, National R
industry metadata, and green low-carbon identification Industrial GB/T -42021 IO GRSl network SENIEEHE
INAUstry -and g W iaenticat Internet Additionally, more than 40 national standards

* In terms of application, promote the initiation of >2 sector standards for 5G industrial integration
terminals.
* In term of industrial chains, promote the development of standards for digital transformation of

1
I
i
Standardization projects are currently in progress. SAC will
General Group, | focus on setting standards for the deep
CAICT, : integration of the industrial internet in various

i

1

1

I

I

1

industrial parks, collaboration within industrial clusters, and chain-based empowerment CCSA industries and will work to promote the
* Interms of platform and data, advance the initiation of standards of ndustrial Internet Platform Park ITEI, adoption and application of the developed
Application Level Evaluation'and the development of related standards, including industrial internet CESl, standards.

platform reference architecture, digital management of safety production, industrial equipment data and other SDOs.

dictionaries, industrial equipment cloud integration, data sharing and exchange, and data governance.

* Source: 2023 Summary Meeting and 2024 First Work Meeting of the National Industrial Internet Standards General Group
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- Smart Standards

China stressed the development of smart standards in multiple policies. The recent one is the Action plan for
developing informatization standards (2024-2027) released by MIIT in June 2024. It requires making
breakthrough on key technologies such as machine-readable standards, open-source standards, and the digital
validation of standards.

Currently, the following two organizations play a leading role in the research of smart standards.




m Significance of Quantum Information Technology (QIT)

Quantum
computing

WY

Quantum
measuremen
t

Quantum
communication

Main parts of quantum information technology

Key highlights of the development
and industrial upgrading of
information and communication
technology around the world

Great influence in future economic
development and industrial
competition

B2 CENELEC ™ ' &%



m Key SDOs for Quantum Technology

@> *¢China Communications Standards Association (CCSA)

Key @> Jinan Institute of Quantum Technology (JIQT)

Organizations
(besides SAC)

> State Cryptography Administration (SCA)

@> * China Electronics Standardisation Institute (CESI)

B2 CENELEC ™ ' &%
Dr.Betty XU | [NOV 21,2023 ] =



m Key TCs for Quantum Technology

=  National Quantum Computing and Measurement Standardization Technical Committee
(SAC/TC578)

. The only TC under SAC that is responsible for QIT or even quantum technology

. Secretariat hosting organization: Jinan Institute of Quantum Technology (JIQT)

. Scope: quantum computing and measurement, mainly involving the standardization terminology and classification, quantum computing and measurement
hardware, quantum computing and measurement software, architecture, application platform and other technical fields within the technical scope.

= National Communication Standardization Technical Committee (SAC/TC485)

. Secretariat hosting organization: CCSA
. Scope: the formulation revision of national standards in the fields of communication network, system and equipment performance requirements,
communication basic protocols and related test methods.

= ST7 of Quantum Communication and Information Technology (CCSA/ST7)

o Founded by CCSA on June 14, 2017, with two WGs:
. WG1 (Quantum Communication and Information Technology)
. WG2 (Quantum Information Processing Working Group)

. Scope: standardization research on quantum communication and related quantum information processing technologies, to solve
relevant standardization problems for the needs of industrial development, and to prospectively layout standard research in new
quantum technology

B2 CENELEC ™) EE &£
Dr. Betty XU o



China Standardization Activity in Digital Sector

Features:
« Strong Government plan/led/promotion on standards (like how many standards should be made in which areas in 2024)
» Technology & Innovation supported/feedback to such plans
Challenges:
*Balancing innovation and national security
*Fragmentation across sectors
Opportunities/Intentions of China:
. Early-mover advantage in foundation model standards.
=  Growing influence in shaping international standards (e.g., ISO/IEC Al standards).
. Leading in emerging tech fields
Trend:
« Continued strong Government plan/led/promotion
» Geopolitical Impact caused segmentation



Thank you!
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